MBOY KypaBeHckasi cpeHsifi 001e00pa3oBaTebHasi IMIK0JIA
ITamsaTKa MoJIb30BaTe 0. be30MacHOCTH B HHTEPHeTE.
1 O0masi 6e30MaCHOCTH B MHTEPHETe.
B Hamu 1HU MHTEPHET CTall HEOThEMIIEMOW YaCThIO Hallel XKu3HU. C €ro MoMOIIBIO MBI ITOTY-
yaeM HHGpOpMaIHIo, obIaemMcsi, 0OMEHHUBAaEMCs TaHHBIMH, OIJIAYMBAEM TOBAaphbl U YCIYTH, OT-
IpaBiisieM TOKYMEHTBI JUIsl IOCTYIUICHUS! B BY3bl U JE€Ia€M MHOroe Jpyroe. Bmecre ¢ TeM uH-
TEpPHET TauT B ce0e OMaCHOCTH — O HUX HEOOXOUMO 3HATh, YTOOBI U30€TaTh UX.
B nepByro ouepeab 3TO JEHCTBUSI MOILIEHHUKOB, KOTOPBIE XOTAT MOJYYUTh (DMHAHCOBYIO WUITU
UHYIO BBITOJTy. MOLIEHHUKH MOTYT OBITh XOPOIIIO OCHAIICHbl U UCIOJIb30BAaTh CAMbIE Pa3HbIE
WHCTPYMEHTHI U METOJbI — HAIpUMEP, BUPYCHOE MTpOrpaMMHOe o0ecrieueHune (fganee — BUPY-
Chl), OJJICTIbHBIC CANThl, MOIIICHHUYECKHUE MUCHhMA, MEepeXBaT U MOA00p Mapojied K YYETHBIM
3alUCSAM B COIIMATBHBIX CETSIX U MOYTOBBIX CEPBUCAX.
Bupycesl.
Bupycsl MOTYT pactipoCTpaHsAThCS C MOMOIIBIO BIOKEHHBIX (DAiJIOB M CCHUIOK B 3JIEKTPOHHBIX
MHUChbMaX, B COOOIICHUSX B COLUAIBHBIX CETSAX, HA ChEMHBIX HOCUTEIAX, Yepe3 3apaKCHHbIC
caittel. [Ipu 3TOM COOOIIEHHE ¢ BUPYCOM MOXKET OBITh MOJYYEHO KaK OT MOCTOPOHHErO Yeso-
BEKa, TaK U OT 3HAKOMOTO, HO Y€ 3apaKE€HHOI0 YYaCTHUKA COLMAIBHOW CETH WM MOYTOBOM
MEepPEenucKu. 3apa’keHHBIMU MOTYT OBITh CaMThI, KaK CIEIUAIBHO CO3/IaHHbBIC B ILIEJSX MOIICH-
HUYECTBA, TaK U OOBIYHBIC, HO UMEIOIIHE YI3BUMOCTH MH(GOPMAIIMOHHON 0€30MacHOCTH.
Pexomenaumu:
Hcrnonb30BaTh aHTUBUPYCHOE MPOTPaMMHOE o0ecrieueHrne ¢ 0OHOBIIEHHBIMU 0a3aMy BUPYCHBIX
CUTHATYP.

He otkpeiBaTh BioKeHHBIE (Daiiabl WM CCHUIKH, TOJYYEHHBIC MO AJIEKTPOHHOM IOYTE, yepes
COLMAIBHYIO CETh WJIM JAPYTUE CPEJACTBA KOMMYHMKAIIMKA B MHTEPHETE, HE yIOCTOBEPHBIIHUCS,
qTO (haiiy1 WM CChIIKA HE COJACPIKUT BUPYC.

BauMartenbHO mpoBepsTh NOMEHHOE UMsI caiTa (Hampumep, www.yandex.ru), Tak Kak 3J10-
YMBINIJICHHUKH YaCTO HCIIOIB3YIOT TIOX0KHE UMEHA CaliTOB, UTOOBI BBECTH KXEPTBY B 3a01TyXK-
nenue (Hanpumep, www.yadndex.ru).

OOpaiaTe BHUMaHUE Ha IPEIYNPEKIeHUs Opay3epa Win MOMCKOBON MAITMHBI O TOM, YTO CalT
MOKET YrpoXkaTh 0€30MaCHOCTH KOMITbIOTEPA.

He noaxiroyaTe K CBOEMY KOMIIBIOTEPY HENPOBEPEHHBIE ChEMHBIE HOCUTEIH.

He nonnaBatrbcst Ha MPOBOKAIMU 3J0YMBIIIJIEHHUKOB, HAalPUMEpP, ¢ TPeOOBAaHUEM NEPEBECTU
JIEHBI'M WK OTHPaBUTh SMS, 4TOOBI CHATH OJIOKMPOBKY KOMIIBIOTEPA.

MoueHHHYeCKHe NHCbMA.

3710yMBILUIEHHUKA MOTYT MCIOJIb30BaTh Pa3jiMyHbIe METOJbl COLMAIILHON HWHXKeHepuu (yrpo-
3bl, IIAHTAX, UTPY Ha YYBCTBAX >KEPTBbl — HANpPUMEp, >KaJHOCTH WM COUYYBCTBHH), YTOOBI
BBIMAHUTh JEHBI'H. B TakuX ciayyasx OHU MUIIYT MUCbMAa ONpeNeNeHHOro cueHapus. OauH u3
IPUMEPOB — TaK Ha3bIBa€Mble «HUTE€PHUIICKUE MIChbMay, B KOTOPHIX aBTOpP 0OEIIAET KEePTBE OT-
POMHYIO IPUOBLIH B3aMEH Ha HEOOJIbIIINE HAKIIAIHBIE PACXO/IbI.

[Ipumep «HUTEPUHUCKOTO MUChMay:

«Jloporoii apyr!

S muccuc Cece-cexo, BIoBa ObIBIIETO Mpe3uaeHTa 3aupa (HbiHe JleMoKpaTH4IecKoi pecyou-
ku Konro) Mob6yty Cece-cexo. S BeIHYXeHa HanucaTh Bam 3T0 mucbMo. ITO B CBS3U C MOU-
MU HBIHEHTHUMHU OOCTOATENbCTBAMM M CUTyalueil. Sl cmaciack BMECTE CO CBOMM MYXKEM U
IByMs CBIHOBBSIMU AJb(dpenom u bamepom B A6umxkan, Kot-n’UByap, riae Mbl U OCETUINCH -
3aTeM MBI nepeexaid B Mapokko, TJie MO My yMep OT paka. ¥ MeHsl €CTh OaHKOBCKUN CUET
Ha cymmy 18 000 000 (BocemHaamaTe MUUTMOHOB) fosutapoB CIIIA. MHe HyXHO Balle kefa-
HHUE IIOMOYb HaM - 4TOOBI Bbl MOJYYMJIM 3TH JEHBIM Ul HAC, B TAKOM Cllydae s MPEICTaBIIIO
Bac Moemy cbiHy Anb(peny, KOTOpbIi UIMEET PaBO MOJYYUTh 3TU ACHbIU. Sl X0uy MHBECTH-



pOBaTh 3TH JEHBIH, HO HE X0Uy, YTOOBI OBLTIO M3BECTHO, YTO ATO Jeiaro . MHe Xo4ueTcs nmpu-
00pecTH HEABMKUMOCTh U aKIMHM TPAHCHAIIMOHAJIHHBIX KOMITAHHM, a TaKXKE BJIOXKUTHCS B Ha-
JIEKHBIE U HECIIEKYJIATUBHBIE JiEa, KOTopble Bbl mocoseryere.

Hckpenne Baia,

Muccuc Mapuam M. Cece-ceko»

PexoMeHanmu:

BuaumatenbHO U3yuynTh HHPOpPMaLKIO U3 nuchbMa. [IpoBepUTh 10CTOBEPHOCTh ONMUCAHHBIX (ak-
ToB. Ecnu B mucbMe mpemsiaraeTcsi Oouiblliasi BHITOJa 3a HE3HAUWUTEIHLHOE BO3HATPaXKICHUE,
CKOpEe BCET0, OHO MOILLIEHHUYECKOE.

HI‘HOpI/IpOBaTL TaKHUC ITNCbMa.

IMonydyenne nocTyna Kk aKKayHTaM B COIMAJIBLHBIX CeTAX M JPYTrUX cepBHCaX.
370yMBIIUIEHHUKY YaCTO CTPEMSITCS MOJIYYUTh JOCTYI K aKKayHTaM *KEepTBbI, HAIIPUMEP, B CO-
[UAIBHBIX CETAX, MOYTOBBIX W JPYIHMX CEpBHUCAX. YKPAJACHHBbIE aKKayHTbl OHHM HMCHOJB3YIOT,
HaIrpuMep, ISl paCIpOCTPAHEHUS CIIAM-TTUCEM U BUPYCOB.

MOIIEHHUKH MOTYT MOJIYYUTh JOCTYI K YYETHOM 3aMCH KEPTBBI CIEIYIONIMMHU CIIOCO0aMu:
3acTaBUTH )KEPTBY BBECTH CBOU JIAHHBIE HA MOJIJIETbHOM CalTe.

HOI[O6paTI> IIapoJib XKCPTBLI, CCJIKN OH HC BJLICTCA CIIOKHBIM.

BoccranoButs IMapojb XKCPTBBI C HCIIOJIIL30BAHHUCM “CGerTHOI‘O BOl'IpOCEl,‘J NI BBCIACHHOI'O
SAmMrKa BHGKTpOHHOﬁ ITIOYTHI.

IlepexBaTuTh APOJIb JKEPTBHI IIPU NIEPEAYE MO HE3AIMIICHHBIM KaHaJaM CBSI3H.

Kak npaBuito, 1uist Kpaku JaHHBIX 00 aKKayHTax MCIIOJIB3YIOTCS (PUIIMHTOBBIC CaiiThl. DUIIHMHT
(amrn.  phishing, or fishing — psiOHas 1nOBNs, BBIy)KMBaHWUE) — BHJ HWHTCPHET-
MOIIICHHUYECTBA, IIETBI0 KOTOPOTO SIBIISIETCS MOMYYCHHE JOCTyNa K KOHMUICHIIUAIBLHBIM JTaH-
HBIM TIOJIH30BATEJICH — JIOTMHAM M MapoJisiM. 3JIOYMBIIUICHHUKH CO3Aal0T (DUIITMHTOBBIC Cali-
ThI, KOTUPYIOIIHE UHTEP(EIHC U3BECTHBIX PECYpPCOB, a KEPTBBI BBOJAT HA HUX CBOM JIOTHHBI U
napoJiv, He TIOHUMasl, YTO CalThl IOJICTIbHEIE.

PexomeHnganmu:

Hcnonp30BaTh CIO0XKHBIE TApOiU (CIOXKHBIE MAPOJIM COCTOST KaKk MUHUMYM U3 10 cHMBOIIOB,
BKJTIOYAIOT OYKBBI BEPXHETO M HIDKHETO PEerucTpa, MU(phl U ClieNUaNbHbIE CUMBOJIBI, HE CO-
Aep>KaT UMsI TI0JIb30BaTeNIsl M U3BECTHBIE (DAKTHI O HEM).

Huxomy He cooO1iath cBOM maposb.

JI1s BOCCTaHOBJICHUS TApOJIs MCIOJIB30BaTh MPUBI3aHHBIA K aKKayHTy MOOWIBHBIN HOMEp, a
HE CEKPETHBIN BOIPOC WJINA MOYTOBBIN SIUK.

He nepenaBars yueTHble TaHHBIE — JIOTHHBI U MMAPOJIXA — I10 HE3AIIUIICHHBIM KaHaJaM CBSI3U
(He3anUIICHHBIMU, KaK TIPABUIIO, SIBIISIIOTCSI OTKPHITHIC U 001e[0cTyTHBIE Wi-f1 ceTn).

BuaumarensHo IMPOBCPATHL JOMCHHBIC UMCHA CaﬁTOB, Ha KOTOPBIX BBOAATCA YUYCTHBIC JaHHLBIC.



2 be3onacHOCTD IUIaTeXKell B MHTEPHETe.
B 2013 rogy ymep0 ot kapTouHoro momieHHu4yectBa B Poccum coctasun 4,6 mupa pyoOnei
(mannbie FICO), 3a rog 3TOT MOKa3areib BHIPOC HA TPETh. DTO UYETBEPTOE MECTO MO 00bEeMY
KapTOYHOTrO MOUIEHHUYecTBa cpeau ctpaH EBpomnsl (mocne BenukoOpuranuu, OpaHimu u
['epmanun).
[Ipu 3TOM GObIIAst YACTh MOIIEHHUYECKHUX OTNEpaluii B HHTEPHETE OKA3bIBAECTCS YCIEIIHBIMU
0 TEM K€ MPUYMHAM, YTO U B PEaIbHOM KU3HU, — U3-3a TAKHUX JIIOJICKUX KaueCTB, KAK HEBHHU-
MaTeIbHOCTh, HEOCBEJOMJIICHHOCTh, HAUBHOCTh, OECIIEUHOCTb.
B sTom Onoke MBI TIocTapaeMcs BBIJCIUTh OCHOBHBIE THUIIBI IJIATEKHOTO MOIIEHHUYECTBA, C
KOTOPBIMHU CErOJIHSI CTaJKHUBAIOTCA IMOJIb30BaTENN PyHeTa, n mocrapaemcsl 1aTb OCHOBHBIE pe-
KOMCEHIAILNH, KaK N30eKaTh OOMaHa.
2.1. PacnpocTpaHeHHbIe PUMePHI IVIATEKHOT0 MOIIIEHHMYECTBA.
DOuKTHBHBbIE 3BOHKH OT IJIATE:KHBIX CEPBUCOB
MotileHHUK MOXKET IMO3BOHUTH U MPEICTABUTHCS COTPYIHUKOM Oanka min SAunekc./lener u mo-
MIPOCUTH MPOJUKTOBATh KAaKUE-INOO IUIATEXKHbIE JaHHbIE, HAPUMEp, MMApOJib MW KO, MpH-
menmunii Ha tenedoH. Ero 1nens — BBIMAHUTH IJIATEKHBIE TaHHBIE, C TOMOIIBIO KOTOPBIX MOXK-
HO YKpacTb JIEHbI'Y C KapThl UJIU KOIIEIbKA.
Pexomenpanum:
- IIoMHUTB, YTO OaHKHU M MJIATEKHBIE CEPBUCHI HUKOTIA HE MPOCAT COOOIIATh — HU IO MOYTE,
HU 10 Tesne(oHy — napoiib, TMH-KOJ WK Ko u3 SMS.
- Hukomy He cooO1aTh napoiu, MUH-KOJbI U KoJbl 13 SMS 0T cBoero kouienbka uin OaHKOB-
CKOM KapTHL.

BbeimanuBanue SMS-napoJisi He3HAKOMIIEM

[Tonp3oBaTento MoxkeT npuidtu SMS oT OaHKa WM TIJIATEKHOTO CEpBUCA C MAPOJIEM ISl CO-
BepieHus 1iatexa. Cpa3y mociie 3TOro MOXKET MO3BOHUTH YEJIOBEK, KOTOPBIM CKa)XeT, 4TO
BBEJI ’TOT HOMEP MOOMJIBHOTO TelePoHa MO OUIMOKE U MOMPOCUT COOOIIUTh KoA u3 SMS, ko-
TOPOE TOJBKO YTO MPHUILIO Mojb3oBareno. Ha camom aene kox uz SMS — 310 mapoiib He K
CYETy HE3HAKOMIIA, a K CUETYy MOJIb30BaTEeNsl, C MOMOIIBIO KOTOPOTO 3JI0YMBIIIJIEHHUK MOXET
MMOMEHSTh HACTPOUKH KOIIIEJIbKa WJIM MHTEPHET-0aHKa, YKPAaCTh IEHbIH U T.]I.

Pexomenaumu:

- HukomMy He coo0marth mapoiid, MUH-KOJbI U KOJIbI 13 SMS, KOTOpbIe MPUXOIAT HA MOOUITb-
HBII HOMEp OT 0AHKOB, TJIATEKHBIX CEPBUCOB, a TAK)KE MOOUIIBHBIX OTIEPATOPOB.

dajbIINBbIC MUCHMA OT IJIATEKHBIX CEPBHUCOB

[Tonb3oBaTedb MOXKET MOMYYUTH (HaTbIIMBOE MUCBMO OT uMeHH fHpaekc./leHer, cBoero OaHka
WM JIPYTUX MJIATEXKHBIX cepBUCOB. Hampumep, o ToM, 4yTO €ro cuet 3a0J0KUPOBaH U JJiA pas3-
OJIOKMPOBKH HEOOXOIUMO MEPENUTH MO CCHUIKE U BBECTH CBOU JJAHHBIE.

EnuHcTBEHHAs 11€1b TAaKMX MHCEM — 3aCTaBUTh MOJIb30BATENsl NEPEUTH Ha MOAAETbHBIN (pu-
IIMHTOBBIA) CAalT U BBECTH TaM CBOM IEPCOHAIbHbBIE JTaHHBIE, KOTOpbIe OyAyT yKpajieHbl. B
JaJIbHEHIIIEM 3TH JaHHbIE MOTYT OBbITh MCIIOJIb30BAHbI, HAIPUMED, JUIS JOCTYyIMA K CUETY MOJIb-
3oBarenst. Kpome Toro, Ha TakoM caiiTe KOMIBIOTEP MOXKET OBbITh 3apakeH BUPYCOM.
PexomeHnaanum:

- [ToMHUTB, 9TO TUTATEKHBIE CEPBUCHI M OAHKM HUKOT/Ia HE PACCHUIAIOT COOOIIEHUS O OJIOKHU-
POBKE CYeTa IO dJIEKTPOHHOU ITOYTE.

- He nepexoauTh Mo CChUIKAM M3 TAKUX IHCEM U HE BBOJIWUTH CBOU MAPOJIX HA MOCTOPOHHUX
cailiTax, 1a’ke €clii OHU OYEeHb MOXO0XHU Ha calT OaHka, SHnekc.JleHer umm apyroro riaTexHo-
ro CepBuCa.




- [lepen BBOIOM CBOUMX TIJIATEKHBIX JTAHHBIX HA KAKUX-IMOO caiiTaXx MpOBEPSATh HA3BaHUE CalTa
B Opaysepe. Hampumep, BMecto money.yandex.ru (anblIUBbI CalT MOMET HAa3bIBaThHCS
money.yanex.ru

dajbINBbIC BLIMTPHIILIN B JIOTEPEeH

[Tonp30oBaTEIF MOXKET MOMYYUTH cooOIeHue (1Mo TenedoHy, moure uim SMS), 94To BBIUTpAI
HEKUH MpuU3, a JIJIsl €ro MOIYyYEeHHS] HEOOXOIUMO «YIUIATUTh HAJIOI», «OIUIATUTh JOCTABKY» WIIU
MPOCTO MOMOJHUTH Kakoil-To cueT B Anjaekc./lenbrax. IIpu 3ToM, KOHEUHO K€, HUKaKOro ooe-
IIAHHOTO MPHU3a MOJb30BATENb HE MOJYUUT.

Ipu3zHaku panbUINBOi JIOTEpPEH:

* [losmp30BaTeNlh HUKOT/IA HE MPUHUMAJ y9acTHE B ITOU JIOTEpee W BOOOIIE HUYETO O HEH He
3HAET;

* [Tonp30BaTesb HHUKOrla HC OCTAaBJIAJI CBOUX JIMYHBIX JAHHBIX HA 3TOM PECYypPCC UJIN B TOM op-
ramn3anuvu, OT UMCHHU KOTOpOfI MMPpUXOJUT ITNCBbMO,

* Coo0uieHune cocTaBiieHO 0€3rpaMOTHO, ¢ opdorpapuyeckuMu OmKrOKamu;

* [TouTOBBIN aapec oTIpaBUTENs — OOIIEAOCTYITHBIM MOYTOBBIN cepBuc. Hampumep, gmail.com,
mail.ru, yandex.ru.

danbINBbIE CANTHI ABUAOUIETOB

B unTepHeTE MOSIBUIOCH MHOKECTBO CAMTOB, MPOAAIONINX MOAJIeTbHbIC aBUaOuieTsl. Llensl Ha
TaKUX CalTax BBITOJIHO OTIMYAIOTCS OT APYTHX OPUIIMATHHBIX OHJIAWH-TIIOMIAIOK JJIs TOKYTI-
K1 OuieToB. J[u3aiiH caiiTa mpy 3TOM MOXET BBITJISACTh BIIOJHE aKKypaTHO, a MPOIIeCC IiaTe-
’a Ka3zaThCsl MPUBBIYHBIM. Ha 3JE€KTpOHHYIO MOUTY Ja)ke MPUJIET MOJATBEpKAaronias OpoHb.
TeMm He MeHee MOKyMnKa owietra O0yneT (GUKTUBHOM, O YEM MOJIb30BATEIb MOXKET Y3HATh TOJIBKO
YK€ B a3pONOPTY WX MO3BOHUB B aBUAKOMIIAHHUIO.

PexkoMeHIaIMU:

- Ilepen moKynko# yciyru Wik TOBapa Ha HE3HAKOMOM CaiTe 0053aTeIbHO HYXKHO MPOBEPSITh
OT3BIBBI O HEM B MHTEpHeTe. Ecnu He ynaercs HalTH MOJIOKUTEIbHBIE OT3bIBBI WM HET BOOOIIE
HUKAKUX T0JIh30BaTEIBCKUX COOOIIEHU 00 3TOM pecypce, 9TO JIOJDKHO HACTOPOXKUTh. CalT
MOET OBITh CO3/IaH 3a OJIMH JIEHb, a 3aKPBITbCA YK€ Ha CISAYIOIMUA WM JIaxe cpa3y Mmocie
TOTO, KaK Ha HEM Oy/IeT COBEPIIEHO HECKOJBKO MOKYIIOK.

CianIIKOM BbITOAHbIC MOKYIIKH

BoIroiHyto, HO (anbIIMBYIO MOKYNKY MOTYT MPEIOKUTh MOJIb30BATENIO TJI€ YTOAHO — B MH-
TEpHET-MarasuHe, B IPyIIe B COLCETH, MO 3JIEKTPOHHOU nmouTe. Ha nmepBblil B3risia, oObaAcHeE-
HUE MOXET OBbITh MPaBAONO00HOE: MOJAPHIM — HE MOHPABUIIOCh, 3TO — pacnpojaxa KoHpU-
CKOBaHHOTO Ha TpaHuIle ToBapa U T.A. OIIaTUTh TaKOW TOBAp MPEIJIAraeTcsl OHJIAWH — IMepe-
BeJIsl ICHBI'M Ha OAHKOBCKYIO KapTy, JIEKTPOHHBII KOIIENIEeK WM MOOMIIBHBINA HOMED.
PexomeHnaanum:

- He noBepsATh 00BSABICHUAM O OJO3PUTEIHHO JEIIEBBIX TOBAPAX.

- [lepea mokynkoi UCKaTh OT3bIBBI B MHTEPHETE 00 MHTEPHET-MAara3uHe Wik YaCTHOM IPOJaB-
1€, KOTOphIi mpeiaraeT ToBap. Eciu uHpopmaluy HeT Wik ee HeIOCTaTOYHO, OTKA3aThCs OT
ITOKYIIKH.

dajbIMBbIe KBUTAHUNH

[loanenaTe MOTYT HE TOJIBKO CAlT, HO U OYMa)KHYIO KBUTaHLIMIO — HarpuMmep, 3a JKKY. (Takxke
10 TOAJACIBHBIM KBUTAHLUAM MOIYT IpPEIararb OILUIATUTH JOCTABKY KHMUI, XYpPHAJIOB U T.JI.
JUis 9TUX Cily4aeB JIEHCTBYIOT pEKOMEHAANHN U3 MyHKTa « CIMIIKOM BBITOJHBIE TIOKYIIKID.)
Pexomenanum:




- [IpoBepsTh PEKBU3UTHI, YKa3aHHbBIE B IUIaTE€XKe. ECiiM OHM HE COBHANAIOT C MPEKHUMU, HE
oIjlauuBaTh 1Mo cyery. MHpopMauio o cMeHe peKBU3UTOB MOKHO IPOBEPUTH MO OPUIUAIIb-
HBIM TeJeoHaM (Ha KBUTAHIIMH OHU MOTYT ObITh HEBEPHBIE).

- IIpoBepsATh HOMEpP CBOErO JIMIIEBOrO cueTa, ykazaHHbId Ha matexke 3a JKKY. On Bcerma
OJIUH.

- OOpaTuTh BHUMaHUE Ha JAaTy NOJIyYEHMs IUIaTeXKA. Kak mpaBuiIo, MOIIEHHUKH MPUHOCST
MOJIJICNIbHBIE KBUTAHIIMHM paHbIle OQUIIHAIBHON NaThl OIUIAThl, YTOOBI yCHeTh coOpaTh CBOU
IUTATEXKU.

- HacTpouTh OHIaH-IUIaTEX U Ha 3apaHee MPOBEPEHHbBIE PEKBU3UTHI U IUIATUTH TOJIBKO [0 HUM
yepe3 TMpoBepeHHble cailTel (cepBuc «l'opoackue mmatexu», HHTepHET-O0aHK «CoOep-
6ank.Onnaitny, Anbda-bank u ap.)

BoinpamuBaHue JeHer cO B3JIOMAHHBIX AKKAYHTOB B COIICETHIX MJIM MecCeHKepax Mo-
IIEHHUK MOKET MOIMPOCUTH JICHET B JOJT MO/ BUAOM 3HAKOMOTO — HallpuMep, 4Yepe3 B3JIOMaH-
HBIN akKayHT B corceTsax wi Skype. [Ipu 3ToM mepeBecTH IEHBI'M OH MOYKET MOMPOCUTH JIHO-
OBIM yJIOOHBIM CITOCOOOM — Ha 3JICKTPOHHBIN KoIlleJieK, 0aHKOBCKYIO KapTy, 4epe3 WHTECPHET-
OaHK.

PexkoMeHganum:

- Bcerga nydie nepe3BOHUTh 3HAKOMOMY M YTOYHHUTH, MpPaBAa JIM OH CEUYac HYXIAETCsS B
JICHBI'ax.

- Eciu BO3MOKHOCTH MMO3BOHUTDH HET, MOKHO 33J1aTh KaKON-HUOYAb MMPOBEPOYHBIM BOIIPOC, OT-
BET Ha KOTOPBIA MOXKET 3HATh TOJBKO 3HAKOMBI.

DajnbiuBbie SMS AKO0bI 0T 3HAKOMOI'0

MoneHHUK MOXKET NpUCIaTh SMS poIuTENAM MTOIB30BATENS ¢ HEU3BECTHOIO HOMEPA, HO KO-
OBl OT MMEHM ToJib3oBarelsa. Hampumep: «Mawma, g momnan B aBapuio, CPOYHO HYKHBI JICHBTH,
MepeBeIu X, MOoXKajdyhcTa, Ha 3TOT HoMmep Tenedonay. «Ilama, y MeHst mpoOsiemsl, s B OOJIbHU-
1I€, CPOYHO HY>KHBI JICHbI'H, KUHb HUX, MTOXKAIYWCTA, HA 3TOT Komienaek. Mame He roBopm». Lleinb
MOIIICHHUKA — BHIMAHUTH JICHBIU Yy OJIM3KHUX TOJH30BATENS: OHU CaMH TEPEBEAYT UX Ha yKa-
3aHHBIA MOOWJIBHBIA HOMED, DJICKTPOHHBIA KOIIEIEK UM OAHKOBCKYIO KapTy (B 3aBUCHMOCTH
OT TOT'0, Kakoi crocob Oyner ykazan B SMS).

Pexomenxaumu:

- CBsi3aThCsl IMYHO C TOJIH30BATEIEM, OT UMEHU KOTOPOTo MpHuciaHo SMS, yToObl MpOBEPUTH
nHdopmaruro. Hanpumep, mo3BOHUTH €MY.

BbecnuiiatHoe ckaunBanue GaiyioB ¢ MOANMCKON

YacTto, 4ToObl cKkauaTh OecIuiaTHBIM (Daii WM MOCMOTPETh BUIEO B XOPOIIEM KadecTBe 0e3
peKJambl, CalThl IpeIaraloT BBECTH MOOUIbHBIA HOMep. Eciu cnenarh 310, BKIIOUUATCS MO
IIACKA M C YKa3aHHOI'O HOMEpPA MOT'YyT Ha4aTh CIIMCHIBATHCS JICHBIH.

PexomeHnaanum:

- He yka3biBaTh CBOI MOOMIJIbHBIA HOMEDP Ha HE3HAKOMBIX CalTax.

- Ecniu monmucka yxe odopmieHa, MO3BOHUTH B CIYXKOY MOAIECPKKUA OTepaTopa U MOMPOCUTH
OTKJIFOUUTH €€.

2.2. [lnaTexHble JaHHbIE, KOTOPbIE HeJIb35l PACKPbIBATb.

Yro gesarp? — ecii...

...BBI moTepsu KapTy. CpoyHO TIO3BOHUTE B OAHK, MOMPOCUTE €€ 3a0JIOKMPOBATH U TIEPEBHI-
mycTuTh. JKemarenpHo, ¢ HOBBIM HOMepoM. [loka BbI He 3a0J0KUpyeTe KapTy, JFOOOH, Y KOTO



OHA OKaXXETCsl B PyKaX, CMOKET BOCIIOJIb30BAThCA €l — HalpUMeEp, OIUIATUTh JOPOTYIO MOKYII-
Ky B MUHTE€pHET-Mara3uHe.

...BaM IIPUIIIO YBEIOMJIEHHUE O IJIaTeKe, KOTOPbIN Bbl HE coBepiianu. [logaiite B 6aHk 3asB-
JeHue o yapakoeke (oTMeHe onepanun). B HEM MakcMManbHO MOAPOOHO OMUIIKTE IPOU30-
meamee. bank paccMoTpuT Balie oOpallieHle U BEpHET BaM JieHbI'n. He 3aTsaruBaiite ¢ nona-
4eil 3asBieHUs, YTOObI 00paboTKa Ballero yapxodeka ycnena npou3oiT B cpok ot 30 g0 60
JHEW ¢ MOMEHTA COBEPLICHUSI ONIEPALIUU. . ..Bbl 3a0bUIN APOJIb OT 3JIEKTPOHHOTO KOLIEIIbKA.
3aiiinTe Ha CalT IUIATEKHOTO CEPBUCA U HAXKMUTE HA CCBUIKY "'BOCCTaHOBUTH Mapoiip", cucTe-
Ma 3aIpOCUT MOOMJIBHBIN HOMEP, K KOTOPOMY HPUBSI3aH KOIIEIEK. YKaXKUTE €r0, U Ha HETO
npuaAET SMS ¢ K010M ISl BOCCTAHOBJIEHUS MTAPOJIS.

2.3. be3onacHOCTh NPH OILIATE KapTAMHU

He coo0maiite HoMep KapThl APYTUM JIIOAAM

N36exaTh npo0iieM HECTI0KHO, €CIIU MPUAEP/KUBATHCS CIETYIOINX PeKOMEeHIAIMIA:
Xpanute 6aHKOBCKYIO KapTy B Ha/IeKHOM MECTE.

He nepxwute 3anmcaHHble TApOJIHA U KOABI PSAJIOM C KapTOH.

3aBequTe OTACIBHYIO KapTy JUIsl TOKYIIOK B MHTEPHETE.

Hcnonp3yiiTe 1 NOKYNOK B UHTEPHETE TOJIBKO JIMYHBINA KOMITBIOTED.
PerynsapHo 0OHOBIISITE AHTUBUPYCHYIO 3aIIUTY KOMITBIOTEPA.

CrapaiiTech Aenarh MOKYIKH B U3BECTHBIX U MPOBEPEHHBIX MHTEPHET-Mara3nuHax.

[lepen moaTBepKaAEHUEM OILIATHI YOSIUTECH, UTO B aJIpece MIaTeKHOW CTpaHMIIbI B Opay3epe
yKka3aH npoToko https. Tosbko 3TOT MPOTOKOJI 0OecreunBaeT O€30MaCHYI0 Mepeaady JaHHbIX.

[Toaxmtounte B 6Oanke ycnyry SMS-yBenomiieHHid, YTOObI MOTy4YaTh CBEJIEHUS O BCEX COBEP-
[IAEMBIX IJIaTEXkKaX.

Coxpansiite 0T4eThI 00 OTUIaTe U 10CTaBKE TOBAPOB, KOTOPHIE BB MOJYYAETE MO JICKTPOHHOM
IoYTe.

PerynspHo mpocMarpuBaiiTe B MHTEpHET-0aHKE HCTOPHIO BHITIOJIHEHHBIX OINEpaIiiii 110 BallluM
KapTam.



